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ClemCorp Certification and Accreditation (C&A) Capacities and Experience
In support of Title III of the E-Government Act (Public Law 107-347) entitled Federal Information Security Management Act (FISMA) requiring all federal agencies to develop and implement an Information Security program.
ClemCorp has over five (5) years experience both writing C&A packages and administering C&A package database for over 60 organizations encompassing more than 20,000 network devices and upwards of 35,000 network users.

The majority of our experience has been with the DoD Information Technology Security Certification and Accreditation process (DITSCAP).  We have successfully written five complete C&A packages for the 88th Communications Group (CG) at Wright Patterson Air Force Base (WPAFB).  We have installed and maintained the C&A Data Base (C&A DB) software for use by over 60 separate organizations located on WPAFB.  Our team has also been instrumental in the training of users of the C&A DB.

In support of the C&A process, we have also performed:

· Risk assessments: covering logical design, physical security and written information security policies and procedures

· Complete security vulnerability scans (using ISS) and directed remediation of discovered weaknesses

· Penetration testing

· Complete software and hardware inventories

· Automated security patching

· Created system base line configurations

· Contingency planning

· Provided users and system administrator training and technical guidance
· Duties of Computer Security Systems Officer (CSSO)

· Acted as liaison for WPAFB to the Air Force Material Command - Network Operations and Security Center (AFMC - NOSC)
· Enforced the implementation of all Time Compliance Network Orders (TCNO) and Notice to Airman (NOTAM) for the entire WPAFB population
· Border protection (Router and Firewall configurations)

